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[ sreemlamgnsalioanaunds L 8u 9: Wsaszy

Al. Aeitldandunsdeldutlvluug

O galiilgsniunsutlola @ O sndnnsdeudeszuvesnanadotnenda

L] ssiaaoudeyassias (Log) uwd L asiaaeulusunsy (wily binaries/.exe) wén
O frundusnseszuinieteyadsesinyaaeunnugnieaid

[] srwazdoanisudladomnanuilifintuiisnia:

a v A v i Y =
Aen. iqﬂagLaﬂﬂﬂqii‘UNaﬂﬂﬂiﬂﬂ"lllau 9 (a13)

g9 o
MUIN 9 : TaTBYAAEANAIY
30. TOUANINTRTULATNITAATIZI

J0.0 U 131 NElANALASUAUURITEUY (System Access)
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0.0 Toyanswuiumgieanaunisloiues
UL YALNAITNUT NTRAUVAVRLUUANBANAIN (WITTINTIVU WU AL, ATTURANAIATDY
JPUY, AYFIIUYIA, NMITLAY, ANURANAINIINAUUBNDIANT):

UAAA 35 visaiAsesileiinTianudeanaiy (W §7, dauaseuy, Usunsu Anti-virus, IDS,
MIBATEteNadTasnneNiiuees, linsu):

= Y] Yy o oA ! Y o a
3’1863L@8M@<‘lﬂ§gmaﬂwmzﬂmEJﬂuVlMU’JEN”mmEJWUMﬂau (o I‘Uﬁﬂiguiqaaglﬂﬂﬂ):

daa X

0.0 IYALDYANANTENUINNMATBANAIY (STUNANTENUNLAATUAD F2UU AU WIadaya)

1
U l

FIUIUTTUY U3N1g wisedunsndMiulassadsiiugrudfgnisansaumailasunanszny

o

QeeUszunn):

o o A

NINgauNd AU q Nenalasunansznu:

o

T lasunansenu (neussun):

yam1adudeniy Caguseunn):

Ay =i v v 4
lunsaindeyansyusyanalasilva (Msegnulue):

Suuyaraiidudivesdaya :
yilavasloya (Fenyndenly):

[ deyalulewssnd [ deyanshinsie
[ doyanisiiu [ deyaumainsvessy
L] maneavdnsuszanmsu L] dayanishaseiuniieausig ¢

L1 degamensunnd
a
[ 8w 9
uudeya (Record) Nlasunansenu:

[

NANTENUDU ) MARTL:

40.€ SIUATLDYAVDITIUY M?a%agaﬁlﬁ%uwanizmu (Information of Affected System)
weay CVE:
Yodwifignldglau:
msldsruuvsalrdosiildiunansemuduguiieglonveenalussszunierdodu:

A a a a, A v |
91NNV AMAUNR (1BBNLALINNT @ T18N3)
L1 szuuay
L] $18MIVYAITININNABU IR THAUNG

[ Sa@ildgnasrsuantvallagliinsivanme vse Jadglddenuiound
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L1 nsglaudneiemnssudsng (Social Engineering) viafidi5auaslidnsa

[ Uszdviznmuesszuudosas (anifindunszwvadoanauwasiiliianve)

[] msidsuudadlu DNS 3o nues Router wsangnsioad Tnalinsuanme
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O nmsensesvardniadnfessuulaglivsuann

O msasanumsviauvestusunsuniegunssl Sniffer ilodumssudsteyaniely
\PT0UNY

O madrldnuadninevesliiliaennfesiunslénuadsaeieiiiniuass
O msudadeunnieiessionsradunsynsn

L1 nsidwnanamsziau (Probing) wienisiens (Browsing) finasde

O sunvunsldaniifinund

O mswasuwdasualwdluanuwuuiinung

O pumenenmozdoulnidveszuy

O mswasuwdasiuiivesiidluanifauuuuiiaund

O msudlweaudeyainnuni

L1 nsglanliinmsuasnisliusnis (DOS, DDOS)

O dlmsignasrsdulaglaimstuanog

O msldanuvdeiifanssmifalunaniifiauni

L1 Asudlaniiniu

£

L1 nsasrauiludoya setuid wie setgid nifilinun@iiintu
L1 nswdsundadulasnvesuwasuiiudayavessyuudfiRnsiiinuni
L nsesranulusunsuangszuy (Crack utility)

[ &sfraun@luanidudu o

d0.¢ FNALIDYAVIUNANLANANNAIUAIAULIAT AduFN15FlanATIusn udstaglu
(WU A19UeINNIPAY, Attack vector, inatlavsaiasesilenyglauly wa)
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. Fayan135du Usuusu uaziuy

d.0 S18AZIBEANIANTUNMSINBUALUMIASBANAY:
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..o N1IANNNTITAUAIUAINITANUY
lUsasvuswasBennsiun ninensisedduaznnenisiiy wavdseunaisseziainsiuy

v a (% 14 Y
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ol MIALliunsinedesiumndeanaiunaiengeiu:
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Jan.en UNFBUNIARINWIAABANAIL:

LONH1S Nan kUL UETUABANAUNISbsuasuniesaul
19 o abATEUIMUNAUNNINUY VRN BANAUNIGIYLUDS

NUIANY ANBSUTY U

S wign1saldnass way n13Rnglaw veanilewes (Training and
Exercises)

® nsnerenuEndesruuiliidnga (Unsuccessful Activity Attempt)

© mMawenesynInLiiodateyassdnsiiielaud (Reconnaissance)

on nsadunsiliidulumuninssiuanudasndefinissanufivun
(Non-Compliance Activity)

« | msyngnlaenslddanas (Malicious Logic)

¢ | munintuseaunlda (User Level Intrusion)

o | myynsnlusedugaiuauszuy (Root Level Intrusion)

o | mayngnitvilldannsadhlulduinsld (Denial of Service)

I meia}ﬁagizujwmﬁmwﬁaaumu (Investigating)*

® | mensalfaundildsumsiesgindriblsvenisaifiduionnanu

(Explained Anomaly)

99 o dansnedauunaunswdaunlasunansenu
nSwdaunlasunansenu AU

\saskivY / weafin latsnnes (Active Directory)

LASBAISNAWTU (Workstation)

@399 (Switch) /4514985 (Router)

Gulad (Website)
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42 o d0ATeUIMUNINTTRUABANAIUTNSLYLUDS
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ANMARNUIN ©

A79E14 : 398N1I132VHBUNTIANSMANSA! (Incident Handling Checklist)

5’1Elﬂ’liﬁi’)’\]ﬁBUﬂﬂiﬁﬂﬂ’ﬁmtﬁﬂ"liﬂj Complete

1 [ a ¢ o (4 . .
?.Iuﬂ'ﬁﬁli’lﬁ]’\mLLaS’JLﬂﬂS‘WJ‘IElﬂlﬂﬂ’m‘ill"lsﬂ"?ﬂ,llai (detection and analyS|s)

o | avvaeuinfivensaliintuvselyl

00 | IANINTRIVEYIMmgNSaimNUaendevndleiues

olo | Aumdayaiiuduniiauduiusiu

o.m | anflun1sduAudoua (W search engines, 1udoyadu 9 Wusiv)

v adyve o A s 1~ ¢ a &£ yva o =
®.& V]UVIV]E\Jl"\]@ﬂ']iiUiJE]WI Lwﬂﬂqimwﬁa'ﬂqﬂiLWﬂﬂqimLﬂﬂsUu IﬁLillcUu‘V]ﬂﬂqi
GRIGIAY! LLa%ﬁ'JUi'JlI‘V‘éjﬂiqu

b | InaduanudAgylun1sInnITmANITAINLTEAUAINTULIIVRINEANALT
AT

o | SenumgnsaliingteuITTnsLarnlsnuMguaniinetes

Fun1ssziudeanany Usulsa uazi uy szuuaudildunanseny (containment,

eradication, and recovery)

< | uiinmenisal, fafviasquasnwmdnguieriumanisalviaviunieusy
N3EUIUNNSNANZT TN IAINvesluiinnsEaranguAuimesNlaun
W3pgUNInldu « WeatiuayunIsaauaIy

& | friaveulun  (Containment)  WanIeVUYBAMANITAIMAITUAINULUAS
Unondulawues

5 | dullunisaeuaiu (Investigate) anvsiasHanIENUVBLMANITAL

o | ¥nsAndname (Eradicate the incident)

do | I¥UYeRMIveITEUUNIAUIANALAZUT N NANTENUMIRTY

alo | M99 viseaudaudd wazavnduanAudu o

oo | windnisesianuinissuulndlasunansenu (@u nsiedawasium) Tving
JURBUNITNTINIY  hagNITIATIERTEANAIUNIIEIUDS (detection and
analysis)

< | Benldaunszuiunsiau (Recovery Process)

zoe | swuuilafumansevuanduanaundudaniueniesldau

<l | uduinszuunlasunansenunduuinaulanudng

o | windndu Waudunisieauaaiunsalsely ieAunimanisalaanuiung
Unondulawaiiioanegiteduowan

nsaliun1snengansuidemieanaiamislawes (PostIncident Activity)
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